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ABSTRACT This paper proposes a safe copy-back program operation in a NAND flash memory, which
is targeting digital forensics for a variety of reasons. Due to the background management operation of the
NAND flash memory, the original data is highly likely to remain without truly being deleted. We have
carefully investigated the possibility of data exposure due to a copy-back program operation, among,
frequently used management operations as such data exposure increases the possibility of privacy invasion.
We propose a safe copy-back program operation that lowers the possibility of privacy invasion. And we
additionally introduce various techniques for solving the reliability problem of adjacent cells caused by the
proposed copy-back program operation. For example, when deleting the original data in a copy-back program
operation, overwriting is performed to minimize program disturbance. Also, after acquiring the victim cell
information of the adjacent cell before proceeding with overwriting, program prohibition is determined on
each page buffer based on the victim cell information. Our research results are meaningful for forensics and
anti-forensics issues to be raised regarding NAND flash memories. We look forward to the development of
NAND flash memories that guarantee privacy in subsequent studies.

INDEX TERMS Forensic, anti-forensic, NAND flash memory, copy-back program, deletion operation,
privacy, hacker, overwriting, program disturbance, victim cell, program prohibition.

I. INTRODUCTION
Largely composed of identification, collection, preservation,
analysis, submission, and verification of evidence [1]–[3],
digital forensics is classified into disk forensics, mem-
ory forensics, and network forensics depending on the tar-
get [4], [5]. Disk forensics analyzes the structure of the
disk and recovers deleted files that once existed in the hard-
ware [6], [7]. Recently, since the main storage devices of
computers mainly use SSD or flash memory, analysis tech-
niques for these are the principal focus of research [8]. Disk
forensics include USB Stick, CF Card, SD Card, eMMC, and
UFS using NAND flash memory. In general, memory foren-
sics analyzes computer RAM and is used in various fields
of information protection, such as malicious code analysis,
network security, threat information collection, and incident
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response [9], [10]. Network forensics collects and analyzes
data related to computer networks [11], which mainly refers
to digital forensics that analyzes and monitors network con-
nection information or packets. Our main concern is disk
forensics using NAND flash memory.

In NAND flash memory, even if the data is deleted,
the original data is known to remain. Researchers have intro-
duced various techniques to solve this problem recently.
It is known that NAND flash memory cannot be overwrit-
ten in general, but in 2017, Ahn and Lee first proposed
a complete deletion technique that overwrites random data
using a programmable state [12]. Other researchers have
also proposed programming multi-bit programs as single-bit
programs [13]–[15]. In 2019, Ahn and Lee proposed a
down-level programming technique and an erasure pulse
application technique [16]. These studies are currently ongo-
ing. While previous papers have mainly discussed complete
deletion, NAND flash memory runs a copy-back program
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that internally backs up the original data regardless of this
deletion operation [17]–[19]. In this case, the original data is
divided into managed original data and unmanaged original
data.

Our paper is concerned with the original, unmanaged data.
In Section II, we expand on forensics and anti-forensics
for unmanaged data according to the copy-back program
operation. Section III describes the forensic possibility of
copy-back program operation, and in Section IV, we propose
a safe copy-back program operation from an anti-forensic
point of view in which forensic analysis is impossible.
The proposed copy-back program operation suggests var-
ious deletion techniques to reduce program disturbance.
In Section V, we compare the performance of the pro-
posed copy-back programming schemes and the conventional
copy-back programming schemes.

This paper is the first to discuss the forensic technique of
NAND flash memory’s background operations. In particular,
it proposes an anti-forensic technique based on a copy-back
program operation, which is a major copy-back program
operation among these background operations. As NAND
flash memories are increasingly integrated, data reliability
problems continue to arise. For this reason, background oper-
ations are frequently performed inside the NAND chip, which
makes it easy to predict that the neglect of the original data
(or, data remanence) according to the background operations
deepens. We are also the first to raise the issue of neglect of
the original data and present ways to resolve this. In addition,
it was revealed that the methods we propose not only achieve
anti-forensics but are also more effective in terms of data
reliability. Below, we explain in more detail the contributions
of our paper.

II. FORENSICS AND ANTI-FORENSICS OF NAND FLASH
MEMORIES
Today we live in a flood of digital information.With the Inter-
net of Things, digital information is being shared and spread
more rapidly. At the same time, issues regarding the secu-
rity of digital information are emerging. Most information
devices use NAND flash memory. NAND flash memory is a
non-volatile memory, and is advantageous in terms of power
compared to the conventional volatile memory. In addition,
since NAND flash memory is preferential for integration,
a relatively large amount of data can be stored in a smaller
area than the conventional DRAM.

NAND flash memories are widely used as storage devices
in electronic devices/data centers and are generally known
as a memory type that cannot be overwritten [20]–[22]. Due
to the unique structure of a data block, it is better to use a
deletion operation that logically destroys the mapping rela-
tionship rather than one that performs a physical deletion
(or erasure) operation. These features increase the possibility
of NAND flash memories becoming forensics targets. Many
studies have been conducted to perform digital forensics by
restoring metadata, which is management data of NAND
flash memory [23], [24].

To compensate for this metadata vulnerability, studies pro-
posed a file wiping technique [25], [26]. File wiping is a
technique that completely deletes files as an alternative to
solving the vulnerabilities remaining in the data area while
the metadata of the file system is modified when files are
deleted. Wiping is to overwrite 0 or 1, a specific pattern data,
and random number data several times in the data area of the
same logical address as the data in order to ensure complete
deletion. The number of times the other data is overwritten by
wiping varies from 1 to 35 times depending on the algorithm.
Representative wiping tools include Both Eraser, WipePro+,
BCWipe, Secure Data Wiper, Delete Files Permanetly, and
Secure Delete, and are divided into Windows-based wip-
ing tools and Linux-based wiping tools depending on the
operating system environment. In addition, it is divided into
an entire area, a sector range, and a file according to the
execution target in the device.

However, even if file wiping is performed in the oper-
ating system, overwriting is not physically performed in
the existing NAND flash memory unit alone. File wiping
only leaves the original data and its children extensively in
NAND flash memory. This is because changing a file in the
operating system does not overwrite NAND flash memory,
but meaning essentially that the new overwritten files are
created in NAND flash memories. The host overwrites the
file, but the data remains. To solve this problem, Ahn and
Lee introduced complete data deletion techniques [16], and
they raised the question of data retention due to garbage
collection and suggested how to handle the original data.
As with garbage collection, a copy-back program is an
important management operation for handling NAND flash
memories. Such a copy-back program is generally per-
formed in the background, and in this case, the original
data is often left as is. This can be an anti-forensic tar-
get. Next, we examine the concept of copy-back program
operation and discuss in detail how this operation leaves
data.

III. FORENSICS IN COPY-BACK PROGRAM
Is the data once programmed permanent? In the case of
NAND flash memory, data corresponds to the amount
of charge stored in the charge storage layer. However,
the charges in the charge storage layer react sensitively to
changes in the environment (e.g., temperature, time, and volt-
age), and thus have deterioration characteristics [27]. Typi-
cally, this causes charge loss, thereby destroying the stored
data. In order to prevent this problem, a copy-back program
operation is used in NAND flash memory. The degree of
deterioration of the memory cell is monitored, and when a
specific condition is satisfied, a copy-back program operation
is internally performed [17]–[19], [28]. In the copy-back pro-
gram operation, as shown in FIG. 2, the original data stored
in the source page of the first block BLK1 is programmed in
the destination page of the second block BLK2. In general,
NAND flash memory performs such a copy-back program
operation in response to a copy-back command.
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FIGURE 1. A typical copy-back program operation is shown. Source page data from the first block is transferred to the
destination page of the second block according to the copy-back program command. After the copy-back program
operation, the data stored in the source page becomes unmanaged data.

As shown in FIG. 1, this copy-back program operation per-
forms error correction to improve the reliability of data read
from a source page. Such error correction is performed by a
controller external to NAND flash memory (Off-chip ECC)
or by itself inside NAND flash memory (On-chip ECC).

When the copy-back program operation is completed,
the original data from the source page of the first block
BLK1 becomes unmanaged data, and the data from the des-
tination of the second block BLK2 is manageable, and thus
becomes validate data. Our concern in this study is unman-
aged data. If the unmanaged data is personal information,
personal information may exist in NAND flash memory not
only in a managed data form but also an unmanaged data
form, meaning that unmanaged data can be hacked by illegal
users. That is, there is a high possibility of privacy exposure
through this kind of unmanaged data.

Is the data in NAND flash memory safe? We can confirm
that the possibility of data exposure is high under a set of
extreme assumptions. It is assumed that the copy-back pro-
gram operation is performed internally, and it is also assumed
that the original data is personal information. The host trans-
mits a deletion request regarding personal information to the
storage device (SSD/USB/Card) as needed. According to the
host request, the controller of the storage device may transmit
an erase command to the second block BLK2 to NAND flash
memory. NAND flash memory performs an erase operation
on the second block BLK2 as per the command. Accord-
ingly, personal information stored in the destination page of
the second block BLK2 is deleted. When the erasing opera-
tion has completed, NAND flash memory outputs the erasing
operation completion information to controller. Controller
outputs deletion completion on the host in response to the
erasure completion information, and the host subsequently
recognizes that the personal information is no longer stored
on the storage device. But, as described in FIG. 1, personal

information stored as unmanaged data remains in NAND
flash memory.

Referring to FIG. 2, potential hackers can exploit the weak-
nesses of this cache-back program behavior. We assume that
the hacker has powerful abilities, can access the management
information of controller, has sufficient access to the block
management information of controller, and can access NVM
by changing the unmanaged block to a manageable block.
From this point, a hacker can access unmanaged data and
send a read request to the storage device in order to access
an address for unmanaged data like any other normal user.
In response to this type of read request, controller may trans-
mit a read command and allow access to the unmanaged data
on NAND flash memory. In response to the read command,
NAND flash memory may then perform a read operation
from the source page of the first block BLK1, where the
unmanaged data is stored, and transmit the result to controller.
Controller may, as a result, transmit the read data to the hacker
as per the read operation. In this way, the privacy of NAND
flash memory is only violated in simple terms.

To look at this in a positive light, potential hackers can
inadvertently help simplify digital forensics as related to
criminal activity. On the other hand, from a negative point
of view, potential hackers have the ability to seriously invade
personal privacy.

IV. PROPOSED SECURE COPY-BACK PROGRAM
In our research, we added an enhanced secure program
operation to the conventional copy-pack program operation.
As shown in FIG. 3, the secure copy-back program operation
includes a read operation for a physical page corresponding
to a source address, a program operation for a physical page
corresponding to a destination address, and a physical page
corresponding to the source page. It may also include an
enhanced secure program operation.
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FIGURE 2. When performing a copy-back program operation in NAND flash memory, the process shows unmanaged data
being targeted by hackers and how the hacker can access such unmanaged data.

FIGURE 3. The timing of the proposed copy-back program operation is shown. It consists of one read command and two program commands.

This read operation may be performed on a corresponding
source page via a read command and a source address in
NANDflashmemory during read time tR. This program oper-
ation may be performed on a destination page corresponding
to a program command and a destination address in NAND
flash memory during program time tPROG.

Thereafter, the enhanced secure program operation may
be performed in NAND flash memory according to the pro-
gram command and the source address during the enhanced
secure program operation time tPROG_ES. After the existing
copy-back program operation, the program operation pro-
posed in the source page is further performed. As a kind
of overwrite, the original data stored in the source page is
changed.

A. OVERWRITING SCHEMES IN SECURE COPY-BACK
PROGRAM
The proposed secure copy-back program operation further
performs an enhanced secure program operation after the
existing copy-back program operation. This enhanced secure
program operation can be implemented in two main forms.
The first reinforced secure program operation means an oper-
ation of programming random data in the source page, but the
random data does not need to be fully programmed into the
source page as the goal is to destroy the data stored in the
source page, referring to FIG. 4 (a). The second enhanced
secure program operation refers to an operation that applies
a plurality of deletion pulses to the source page, referring
to FIG. 4 (b). Data stored on the source page is changed
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FIGURE 4. The proposed deletion techniques are shown. (a) is an
overwriting technique using random data, and (b) is a technique that
applies a plurality of deletion pulses.

into an unknown form in conjunction with the application
of the deletion pulses. Here, the application of the erasure
pulse means application to the word line corresponding to the
source page.

B. PROGRAM DISTURBANCE ISSUE
On the other hand, a secure copy-back program operation
must be performed tominimize damage to any data connected
to another word line when performing an enhanced secure
program operation. This is because it is easy to cause pro-
gram disturbance due to the reinforced secure program oper-
ation [29], [30]. In general, other researchers have already
introduced various methods to reduce program disturbance.
For example, a channel boosting operation may be performed
in advance to reduce program disturbance caused by an
enhanced secure program operation. In particular, in order
to reduce program disturbance, a reinforced secure program
operation can be performed when the channel is initially
charged.

Before performing an enhanced secure program operation,
the channel is precharged with power supply voltage (VDD).
The channel is either all-precharged or partially precharged
depending on the data stored in the word line [31], [32]. Pass
voltage Vpass can be applied to the unselected word lines
WLi − 2, WLi − 1, WLi + 1, and WLi + 2, and a deletion
pulse or a program pulse can then be applied to the selected
word line, referring to FIG. 5. Accordingly, the source data
of the memory cell connected to selected word line WLi
becomes invalid data.

C. MAINTAINING THE RELIABILITY OF ADJACENT CELLS
The overwriting technique inevitably affects the deterioration
of memory cells connected to adjacent word lines. A boosting

operation is performed to minimize the effect of word line
coupling, but this is still insufficient. Although the operator
may attempt to delete unnecessary data, in reality this action
reduces the reliability of necessary data. Accordingly, a data
recovery read operation may be performed on word lines
adjacent to the word line using the overwriting technique.

The data recovery read operation refers to changing a read
level by reflecting program states of memory cells connected
to an adjacent word line when reading data of memory cells
connected to a selected word line [33]. The data recovery
read operation largely involves reading data from an attack
cell connected to an adjacent unselected word line, changing
the read condition of a memory cell connected to the selected
word line based on the read data of the attack cell as well
as the changed read condition. In addition, reading data of a
memory cell connected to the selected word line is read on the
basis of the read condition. Here, the changed read condition
may include a read level, a development time, or a precharge
time.

D. OVERWRITING USING VICTIM CELL INFORMATION
Among thememory cells connected to the adjacent word line,
there are cells that are heavily affected and cells that are not.
For example, a cell programmed as a sub-state is likely to be a
victim cell. On the other hand, cells programmed to the higher
state are less likely to be affected by overwriting. Therefore,
prior to performing a deletion operation according to the
overwriting technique, it is possible to first read the victim
cell group information in the adjacent word line and decide
whether to program random data using the read victim cell
group information. For example, if the big team cell group
information of the adjacent word line indicates the existence
of a big team cell, the corresponding page buffer becomes
controlled to maintain the program prohibition state.

V. PERFORMANCE COMPARISON
From our research, we found that techniques such as copy-
back programs among conventional background-ground
operations cause the object of forensics. In addition, we pro-
posed a secure copy-back program to solve this problem.
While our techniques are proven safe against forensics on
the one hand, they have the potential to cause degradation in
overall system performance on the other. Therefore, by com-
paring system performance, we can confirm the superiority
of the proposed techniques as follows.

First, the prior art can be divided into ECC on-chips and
ECC-off chips, and the technology that we propose corre-
sponding to this can also be divided generally into secure
ECC-on chips and secure ECC-off chips as well as Integrity&
Secure ECC-on chips and Integrity & Secure ECC-off chips
that do not prevent program disturbance. For convenience
of explanation, it is assumed that the integrity and secure
copy-back program operation performs at least two read oper-
ations onword lines adjacent to the selectedword line in order
to obtain the victim cell information.
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FIGURE 5. The structure of a general 3D NAND flash memory is shown. The plate-shaped word lines are stacked. When the erasing technique is
applied to a memory cell connected to word line WLi, a program disturbance may be induced in a memory cell connected to the adjacent word
line. Various deletion techniques are applied to minimize such a program disaster.

TABLE 1. Performance comparison of copy-back program operation
according to chip types.

Here, TR is read operation time, TPGM is program operation
time, and TECC is ECC operation time. In general, the ECC
on-chip structure can hide the ECC operation time from the
normal copy-back program operation. Therefore, only in the
ECC-off chip structure does TECC exists. For example, page
program TPGM is approximately 600 µs, page read time
TR is approximately 25 µs, and internal ECC time TECC is
approximately 100 µs [34]. Since TECC and TR are small
compared to TPGM, the overall time is less affected. The
proposed schemes consume as much time as programming
but have the added benefit of being able to ward off forensics.
Moreover, the existing copy-back program method does not
prevent neighbor-cell victims, but the integrity and secure

copy-back program method that we propose in this paper can
achieve this.

As described above, we compared proposed copy-back
program operations with conventional operations and per-
formance metrics such as total operation time, victim cell
prevention, and anti-forensics. Meanwhile, in NAND flash
memory, the copy-back program operation is not the only
background operation. A read reclaim related to data healing
of a read operation can also be developed similarly to our
secure copy-back program.

VI. CONCLUSION
Targets of digital forensics have been revealed according to
NAND flash memory’s background operations like a garbage
collection, a copy-back program operation, and so on. In par-
ticular, in the copy-back program operation, we confirmed
that unmanaged original data was themain target of forensics.
We proposed a safe copy-back program operation that safely
deletes such unmanaged data processing, and the copy-back
program operation we proposed uses various techniques to
minimize the influence of adjacent victim cells. For exam-
ple, in order to minimize program disturbance, the initial
boosting operation is preferentially performed on the channel.
Alternatively, when overwriting is performed by acquiring
information about adjacent victim cells, the prohibition of the
program is first determined. Such secure copy-back program
operation can minimize traces of original data even if the
background operations are internally performed in NAND
flash memories. For data center or personal electronics that
are highly germane to privacy invasion issues, the secure
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copy-back program operation is perfectly applicable. In the
future, further studies on privacy issues of unmanaged data
using management data are needed.
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